CTF
Getting Started
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What s CTF?

* CTF -- Capture the Flag

* A special kind of information security competitions.

* Game not a Competition
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What is origin of CTF?
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Types of CTF

» Jeopardy-style CTF (f# A%

e attack-defence CTF (LM

* mixed CTF
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Jeopardy-style

Challenges

e E3 E3 ER

Exploitables

1 EX

Reversing

Recon

Trivia

Web, Forensic, Crypto, Binary or something else



Pwn

C/C++

* Python

* Assembly

A ON

* Principles of Computer Composition

* Principles of Compiler



Re

e Windows/Linux/Android/1i0S/OSX/......
e Shell
e ODADA



Web

 PHP/JAVA/ASP/Python/Ruby/......
* SQL1/XSS/File Upload/......

 Penetrate
* HoB(Hole of Brain)



Misc

* Networking

* Forensic

* Stego

* Social Engineering



Crypto

* Padding Oracle

* Hash Length Extension Attack

* so much about RSA

* self designed broken crypto system...
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Attack-detence(Gamebox)

* Pwn && Web

* More interesting

* But More Questions
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WebJi 5 Bin<7 5%

Tour teamimadie L4ys 50lved sNITCPU [ REVEISE ENGINEENNE] JOr 3 poInts.

2015/5/18 EF51910 >privatex<
Your teammate ddaa solved int3rupted [Pwnable] for 5 points.

2015/95/18 544026 <global>

Babys FirstAREREE
Coding Challengel
Pwnable @& EE = 4«8 5 sl

Heverse Engineering
SEEEE

VWeblg
Niscellaneous/zla
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CTFTIME

CTF I TIME
Team rating Past events a

2012 2011
ght voting in progress

Team Country Rating Place Team Country Points
dcua 1232.499 LC2B( - 0.000*
Plaid Parliament of Pwning 5] 1048170 CS16 - 0.000

Dragon Sector 870.277 Eat, Slee I = 0.000

pd 848.520

174 teams total | Tasks and writeups

i 846244 CyberSEED Social Engineering Competition 2016

EGeHG 840 322 +H 11, 2016 21:00 UTC | Storrs, CT USA

Tasteless 719.913 Place  Team Country Points

Sheliphish 5] 641.155 w1  Knightsec = 0.000
572.099 2 cybears 0.000

Bushwhackers 472 676 OTTObots 0.000

E i it 6 teams tot a and writeu
Full rating | Rating formula 16 teams total | Tasks and writeups

z UConn CyberSEED 2016
Upcommg events ox +5 11. 2016 18:00 UTC | Storrs, CT. USA

Format Name Date Duration i
Place Team Points

EKOPARTY CTF 2016 EHIM. +8 27, 01:.00 — 287, 2d Oh = . -
0 On-ine +8 29, 01:00 UTC { teams w1 ascii overflow =] 0.000

Hack The Vote 2016 E#E +—F 04 2300 — B4 2R HEUSED ’ D000

On-line —H 06, 23:00 UTC
e Ht - 3 RPISEC 0.000

RuCTFE 2016 EHA7s. +—A 12, 10:00 — E8A 23 teams total | Tasks and writeups
£ On-line 7= +—A 12, 19:00 UTC
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X XCTF-Time CcrFrEE ikl HRESE  BEELAN B #®F BEEE FR 3R CTF(Beta) £ SALICTF 2016

XCTFHRFRAR 715 A1 45 TR L 2

LR A E K

JAA 12,2016, 7% | %

2015-2016 = 2014-2015
Hi& BAth : #Ha
463.42 i ik

458.92

405.83 WHCTE 2016 Jh 2

349.00 75H 11,2016, 8 a.m. | #3¥

H& BAfh
FlappyPig

2 wildwolf
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